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O BHecennn n3menenmii B [lpaBnia npuMeHnenns 000py10BaHHs KOMMYTAalHH
ceTel MoABHIKHOMN paguoTenedonnoi ceszn. Yacre VI. IIpaBuia npumMenenus ys3JjioB
CBSI3H C TEPPHTOPHAJILHO pacnpeaeaeHHol apxuTekTypoi cranaapros UMTS n/uinn

GSM 900/1800, yrBep:x1eHHbIe NPHKA30M MHUHHCTEPCTBA CBA3H H MacCOBBIX
xommyHHKanui Poccuiickoit @epepanuu ot 27.06.2011 Ne 160

B cootBercTBUHM ¢ myHKTamMH 2 U 2.1 crarbu 12 u nyHktomM 2 cTatem 64
®denepanpHoro 3akoHa ot 7 wmona 2003r. Ne 126-03 «O cBs3uw» (Cobpanue
3aKoHoHaTenbCcTBa Poccuiickoit @enepanun, 2003, Ne 28, ct. 2895; 2006, Ne 31, cT. 3452;
2010, Ne 7, ct. 705; 2011, Ne 45, ct. 6333; 2016, Ne 28, cT. 4558; 2017, Ne 31, ct. 4742,
2018, Ne 17, ct. 2419)

IMTPUKA3BIBAIO:

1. VYTBepmuTh mpuiIaraeMple HW3MEHEHHS, KOTOpble BHociATcs B IlpaBuia
IpUMEHEHHS 060pyIOBaHMS KOMMYTAI[MH CeTeil IOJBMKHONW PamHOTeNe(OHHOM CBS3H.
Yacte VI. IlpaBmia npuMeHEHWS Y3JI0B CBS3H C TEPPHTOPHAIBLHO DPacCIpele/eHHOM
apxutektypoii cranmaptroB UMTS u/mmm GSM 900/1800, yTBepKIeHHBIE IPHKa30M
MuHucTepCTBA CBS3H M MAacCOBBIX KOMMyHHKamui  Poccuiickodi  ®enepauuu
or 27.06.2011 Ne 160 (3apeructprpoBaH MHUHUCTEPCTBOM IOCTHLUHN POCCHIICKOMH
®enepanmu 20 wmions 2011 1., perucrpanmonHsli Ne 21423), ¢ uU3MEHEHUsMH,
BHECEHHBIMH IIPHKa3aMu MUHKUCTEPCTBA CBSI3M M MAacCOBBIX KOMMYHuMKanu#i Poccuiickoit
®enepanmn ot 01.02.2012 Ne 30 (3aperucTpupoBaH MHMHHCTEPCTBOM IOCTHLHUH
Poccuiickoit ®eneparmu 22 ¢espans 2012 r., permcrpanuonHeli Ne 23316),
or 23.04.2013 Ne 93 (3apeructpuposan MuHHCTEpCTBOM ocTuluKM Poccuiickoit
Genepamuu 14 mons 2013 1., perucrpaunonnsiii Ne 28788) m ot 24.10.2017 Ne 572
(3apeructpupoBaH MuHUCTEPCTBOM FOCTULIMH Poccuiickoit ODenepauuu
5 ¢espais 2018 r., perucTpannoHHbIH Ne 49882).

2.  VCTaHOBUTD, UTO HACTOSIINMN NIPHKA3 BCTYMAeT B cHiIy ¢ 1 mexabps 2019 T.



3. HampaBure HacTOAmMiI DNpHKa3 Ha TOCYJApCTBEHHYH)  PETUCTPALIMIO
B MunucrepctBo roctuliny Poccuiickoit Denepanny.

Munuctp K.IO. Hockos



YTBEPXJIEHbBI
IpuKa3oM MunucTepcTBa HUPPOBOro
Pa3BUTHA, CBA3H H MaCCOBBIX KOMMYHHKaLUI
- Poccuiickoit @enepanuu

or__f3.06_.40/8 NedFs

N3menenus, kotopeie BHOcsATcs B IlpaBuia npumenenus 060pyaoBaHuUs
KOMMYTAaLlMH ceTeil moaBH:kHOH paaunoreaedonnoii ceizn. Yacte VI IIpaBuia
NpPHMEHEHH Y3JI0B CBAI3H ¢ TEPPHTOPHAJILHO pacnpeaeleHHOl apXUTeKTypoii

cranaaproB UMTS n/unun GSM 900/1800, yreepxaeHnbie npuka3oM MHHACTEPCTBA
CBSI3H H MacCOBbIX KoMMyHHKanui Poccuiickoii @egepaunu
ot 27.06.2011 Ne 160

1. IloamyHKT 4 myHKTa 4 U3JI0XKUTH B CIEXYIOLIEH peIaKIuu:

«4) OIIOPHOTrO PerucTpa MECTOHAXOXKIACHMS U/IIH [EHTpa ayTeHTHUKaun (Haiee
— HLR/AuC);».

2. TlyHKT 4 DOMOJHUTD MTOAITYHKTOM §:

«8) ammapatHoro moxyis OesomacHoctu (manee — HSM) (B ciydae peanusanuun
KpUIITOrpapUyecKuX alropuTMOB ayTeHTU(GUKAIUN aOOHEHTOB B OT/IEJIGHOM allllapaTHOM
MoJyJie 6€30IIaCHOCTH).».

3. AG3ar nepBblii yHKTa 18 U3TI0XKUTH B ClIeAYIOLIEH peaKiiu:

«18. Jlns cpeacTB CBA3M, BBINOJNHAIOMMX (YHKIUH OIOPHOTO pPETUCTpa
MectoHaxoxzaeHus HLR w/mmm  ¢yHkuum uentpa  ayreHtudukamuu — AuC,
yCTaHaBIIMBAIOTCA CIEAYIOLIUE TPeOOBAHMS: .

4. IloanyHsKT 2 myHKTa 3 npunoxeHus Ne 1 TOMOMHATH MOAIYHKTaMU «B» U «I»:

«B) peanm3amyd MpOLEAYpP ayTeHTH(PHUKAIMH W HACHTH(QHUKAUH aboHEHTOB
OCYILECTBIIAETCS C UCIIOJIB30BAaHUEM CPEICTB KpHUIITOrpapuecKoi 3alMThl HHGOpMaIuHy,
HUMEIOIIUX MOATBEPXKIACHHE COOTBETCTBUA TpeOOBaHHMAM IO 0e301macHOCTH HH(OpMaluH
kiacca KA st o60opyioBaHMs KOMMYTALUHU y3JI0B CBS3H, YCTAHOBJICHHBIM (pe/iepanbHbIM
OpraHOM HCIIOJIHUTENIBHOM BIIacTH B 067acTu obecredeHus 6e30MacHOCTHY;

I) B ClIy4ae pealu3allii KPHITOrpaguyecKux alrOpHTMOB ayTEeHTHQHKALWU H
uaeHTHdUKAIMY aO0OHEHTOB B OTHENIFHOM ammapaTHoM Mopnyie 6esomacHocth HSM
B3aumopetictBue HLR/AuC ¢ HSM 1omkHO OCYLIECTBIATECA COIIACHO IPOTOKOIY,
npuBefeHHOMY B npuioxeHuu Ne 10.1 k Ilpasunam.».

5. HomonanTts npuioxenueM Nel0.1 B cieayromieil pefakuuu:

«IIpunoxxenue Ne 10.1

k [IIpaBmiaM npuMeHeHHs 00OpyIOBaHUS
KOMMYTaluu cerent IIOJBUXXHOM
pamguorenedonHoi cBa3u. Yacte VI. IIpaBuna
MIPUMEHEHHUS Y3JIOB CBSI3U C TEPPUTOPHAIBLHO
pacIpeieIeHHON apXHTEKTYpod CTaHHapToB
UMTS w/mmu GSM 900/1800
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IIpoTroxosa B3aHMOJeHCTBHSI OMOPHOIr0 PEFHCTPAa MECTOHAXOKACHHSA
HLR n/uan uentpa ayrenrapuxanuu AuC
¢ OTAEJbHBIM aNNapaTHbIM MoayJieM Oe3onacHocTn HSM, BHINOJHSIOIAM
kpunTorpapuyeckue GyHKIUHN ayTeHTUGHKALNH A00HEHTOB

1. Jinsa B3amMOAEHCTBHS OIOPHOTO PETMCTPa MECTOHAXOXICHUS WM LEHTpa
ayreHTH¢UKanuu HLR/AuC ¢ HSM, Bemonssomux Kpunrorpadudeckue ¢GyHKIHH
ayTeHTH(VKaIUK aDOHEHTOB, OJIKHBI HCIIOJIB30BaThCS CIEAYIOIIHEe COOOIICHHU:

1) 3ampoc co croponst HLR/AuC ayreHTHduKanMoHHONH HHQOpMaIH
(Authentication Crypto Request — ACR); BTabmuume Ne 1 mnpuBemeHo copep)kaHHe
MH()OPMAIMOHHBIX 3JIEMEHTOB, HCIIOIL3YEMBIX B JaHHOM COOOIECHHM;

Ta6muma Ne 1.

i WudopmMaunonHsIit Copeprxanue HHGOPMALMOHHOTO JJIEMEHTA
| 9JICMEHT
1 Code Koz coobmenus HLR/AuC.
1 Jlnuna: 48 owur.
‘ K Kirou K, xotopsiit xpanutcs B HLR/AuC.
Jnuna: 128 our.
AMF ITone ynpasnenus ayrentudukanueir AMF (Authentication

|
1 management field), npemycmorpenHoe myHkTOM 6.3
| ETSI TS 133 102.

Hnuna: 16 6urt.

SQON Iopsinxoseii  HomMep SQN  (sequence  number),
npexycmotpeHHslii mynktom 6.3 ETSI TS 133 102.
Jnuna: 48 6ur.

AlIR-Filler JaHHeli UHQOpPMANMOHHBIA  dyeMeHT obecrednBaeT
HpeBbIIIIeHHe JIMHON 3ampoca AJIMHBI COOTBETCTBYIOLIETO
€My OTBeTa.

JnuHa: 448 Owur.

2) orBer HSM c ayrentudukanuonHoit unpopmamueit (Authentication Crypto
Answer — ACA); B Tabnuite Ne 2 npuBeJieHO coJiepykaHue HHPOPMAIMOHHBIX 3JIEMEHTOB,
HCIIONb3YEMBIX B JaHHOM COOOILIEHNH;

Tabnuia Ne 2.
HudopmannoHHBbIiA Cozneprxanue HHPOPMALLOHHOTO JIEMEHTA
JJIEMEHT

Code Kox coobmenus HSM.
Hnuna: 48 6urt.

Authentication Bektop ayrentnduxamuu (AV), OpeXycMOTpeHHBIN

Vector nyaktoM 6.3 ETSI TS 133 102.
Jnuna: 576 o6ur.

3) sampoc co cropoHsl HLR/AuC ayrteHTu(uKalliOHHOH HHGpOpMaIMH IpH
pecunxponm3arun  (Resynchronization Crypto Request —RCR); B Tabmune Ne 3
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IpUBEIEHO CcoAepkaHHe WH(OPMAIIHOHHBIX 3JIEMEHTOB, MCIIONB3YyeMBIX B JAaHHOM
COOOIIEHHUH;

Tabmuma Ne 3.
HNudopmannoHHBIH Copepxanue HHGOPMAIIOHHOTO 3IEMEHTa
DJIEMEHT

Code Koz coobmenns HLR/AuC.
Jlmna: 48 Ourt.

K Kmou abonenra K, mnpemycmMoTpeHHbII DnyHKTOM 6.3
ETSI TS 133 102.
Hnuna: 128 6ur.

RAND (Random Cmyqaiinelii  mapamerp RAND, npexycMOTpeHHBIR

challenge) mynkroM 6.3 ETSI TS 133 102.
Jnuua: 128 6ur.

Conc (SQNuys) Kpunrorpaduiecku 3aIUIIEHHBIN CITyqaiHBbIi
mopsiakoBeiit Homep Conc (SQNys), IpeaycMOTpeHHBIR
myHkToM 6.3 ETSI TS 133 102.
Jnuna: 48 6urt.

4) orBer HSM c¢ ayreHTu¢ukannoHHOH HMHQOpMamuMedl npH pecCHHXpOHHU3ALHMH
(Resynchronization Crypto Answer — RCA); B Tabmuue Ne 4 mpuBeneHo colepikaHue
HHPOPMAIHOHHBIX 3JIEMEHTOB, HCIIOIB3YEMBIX B JAHHOM COOOIIEHHH.

Tabmuma Ne 4.
HNudopmannoHHbI Conepxanne HHGOPMAIIHOHHOTO JIIEMEHTA
DJIEMEHT

Code Kox coobmenus HSM.
JmunHa: 48 our.

XMACS Kpunrorpaduyecku 3amumenHas umuroscraBka XMACS,
npenycmotpenHas mynkrom 6.3 ETSI TS 133 102.
Hnuna; 64 6urt.

SQNys IlopsankoBeiii  HOMEp SQNys,  OpeayCMOTPEHHBIR
myakToM 6.3 ETSI TS 133 102.
JlnuHa: 48 Ownr.

2. HLR/AuC npu peamusaiuu mpoTtokosna B3auMmopelictBua ¢ HSM pomxen
obecrevnTh: ‘

1) ornpasky B HSM 3anpoca amst reHepanyy JaHHBIX ayTeHTH(QHKaIHK;

2) YCTaHOBKY Ui KaXAOro OTIPaBICHHOIO 3ampoca YHHMKAIBHOIO ajpeca
OTIpAaBUTEN COOOIIEHHS  COINIaCHO IIPOTOKONY  B3aUMOAEHCTBHS 4  ypOBHS
(TpaHCIOPTHOTO MPOTOKOJIa Mepeayud aeiirarpamMm noussosatens — UDP);

3) oxuaaHWe A KaKIOro OTIIpaBIeHHOro 3ampoca orBera or HSM B Teuenne
YCTaHOBJIEHHOT'O IIPY HACTPOMKE BPEMEHH.

3. HSM npu peanusauuu mnportokona B3aumopeiictsusi ¢ HLR/AuC momxen
00eCneuHUTh:
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1) npunstne or HLR/AuC xoppexTHOro 3ampoca i T€HEpalHd JaHHBIX
ayreHTH(UKAKH, 00paboTKy 3amnpoca u nepenady orBeta B HLR/AuC;

2) coBmaJeHUe yKa3aHHOTO B OTBETE ajpeca IojydaTess COOOLIEHHs C apecom,
YKa3aHHBIM B 3alpoCe OTIPABUTENS COOOWIEHMS], COTJIACHO MPOTOKOIIY B3aUMOAECHCTBUS
4 ypoBHS;

3) otka3 B oTBeTe IpH noctyiwieHun oT HLR/AuC HekoppeKTHBIX 3alIpOCOB;

4) onoBelleHHe CUCTEMBI 00 OTKa3e B OTBETE IyTeM OTKIIOUEHUs UHTepdelica Ha
(bU3UMYECKOM ypOBHE B3aUMOJIEHCTBUS.

4. Peanmzaniug MpOTOKOJNa B3aUMOJEHCTBUSA 4 YPOBHS JOJDKHA OCYIIECTBISATHCS C
YYETOM CJIeAYIOUINX TpeOOBaHUM:

1) [ns agpecalluu 3ampocOB U OTBETOB COIJIACHO NPOTOKOJY B3aMMOJIEHCTBHUS
4 ypoBHS NOJDKHBI Henonb3oBaTeess UDP-nopTel n3 Auanasona 49152 —65535;

2) agpeca Toiy4yaTells OTBETOB M OTIIPABHUTENS OTBETOB COMIACHO IPOTOKOIY
B3aMMOJENUCTBUA 4 YpOBHS JOJDKHBI YCTaHaBIIMBAaThCA OJWHAKOBHIMH B KOHQHUIYpaLHAX
HLR/AuC u HSM cOOTBETCTBEHHO;

3) wuHbOpMaiusA, mnepegaBaeMas B  COOOIIEHHUSAX  COINIACHO  IIPOTOKOIY
B3anUMOJelcTBUS 4 YPOBHS, JOJDKHA OBITH 3alllMIlleHa OT HeCAaHKIIMOHUPOBAHHOTO JOCTyIa
K HEH.

5. 3HaueHWsA KOHOB HMH(POPMAIMIOHHBIX COOOIICHHH TIIpH B3aUMOJEHCTBUHU
HLR/AuC ¢ HSM momKHEI COOTBETCTBOBATh 3HAYEHUM, IPHUBEIeHHBIM B Tabmuie Ne 5.

Tabmuma Ne 5.

HNudbopmanmonHoe coolIIeH e CoxkpaiieHue SuaseHue
xona/Code
1.1|Authentication  Crypto  Request  6e3 ACR 0
ucnons3zoanug AK
1.2|Authentication Crypto Request ¢ ACR 1
HCIob30BaHneM AK
2. |Authentication Crypto Answer ACA 2
3.1Resynchronization Crypto Request 06e3 RCR 4
ucnojas3opanug AK
3.2Resynchronization Crypto Request ¢ RCR 5
ucrnoyib3oBaHueM AK
4. |Resynchronization Crypto Answer RCA 6

»

6. Ilpunoxxenue 11 DOMOMHUTE MyHKTaMHU 64 U 65 B ClieAyIOIIEH peIaKIiH:
«64. ETSI TS - European Telecommunications Standard Institute Technical
Specification  (TexHmueckas  crmenuHkanus ~— EBpomeickoro  WHCTUTyTa IO

CTaHJApTU3AIMK B 00JIACTH TeJIEKOMMYHHUKALIHH).
65. HSM - Hardware Security Module (anmapaTHsiii MOIyJIb 6€30I1aCHOCTH).».



